
Communication Models and Protocols

1.1 ISO/OSI Network Model and Internet protocol

ISO /OSI  Network Model

Open System Interconnection, an ISO standard for worldwide communications
that defines a networking framework for implementing protocols in seven layers

Layer 1 - Physical

Physical layer defines the cable or physical medium itself, e.g., thinnet, thicknet,
unshielded twisted pairs (UTP). All media are functionally equivalent. The main
difference is in convenience and cost of installation and maintenance. Converters
from one media to another operate at this level.

Layer 2 - Data Link

Data Link layer defines the format of data on the network. A network data frame,
aka packet, includes checksum, source and destination address, and data. The
largest packet that can be sent through a data link layer defines the Maximum
Transmission Unit (MTU). The data link layer handles the physical and logical
connections to the packet's destination, using a network interface. A host
connected to an Ethernet would have an Ethernet interface to handle connections
to the outside world, and a loopback interface to send packets to itself.

Ethernet addresses a host using a unique, 48-bit address called its Ethernet address
or Media Access Control (MAC) address. MAC addresses are usually represented
as six colon-separated pairs of hex digits, e.g., 8:0:20:11:ac:85. This number is
unique and is associated with a particular Ethernet device. Hosts with multiple
network interfaces should use the same MAC address on each. The data link
layer's protocol-specific header specifies the MAC address of the packet's source
and destination. When a packet is sent to all hosts (broadcast), a special MAC
address (ff:ff:ff:ff:ff:ff) is used.

Layer 3 - Network

NFS uses Internetwork Protocol (IP) as its network layer interface. IP is
responsible for routing, directing datagrams from one network to another. The
network layer may have to break large datagrams, larger than MTU, into smaller
packets and host receiving the packet will have to reassemble the fragmented
datagram. The Internetwork Protocol identifies each host with a 32-bit IP address.
IP addresses are written as four dot-separated decimal numbers between 0 and
255, e.g., 129.79.16.40. The leading 1-3 bytes of the IP identify the network and
the remaining bytes identifies the host on that network. The network portion of the
IP is assigned by InterNIC Registration Services, under the contract to the
National Science Foundation, and the host portion of the IP is assigned by the
local network administrators, locally by noc@indiana.edu. For large sites, usually
subnetted like ours, the first two bytes represents the network portion of the IP,
and the third and fourth bytes identify the subnet and host respectively.



Even though IP packets are addressed using IP addresses, hardware addresses
must be used to actually transport data from one host to another. The Address
Resolution Protocol (ARP) is used to map the IP address to it hardware address.

Layer 4 - Transport

Transport layer subdivides user-buffer into network-buffer sized datagrams and
enforces desired transmission control. Two transport protocols, Transmission
Control Protocol (TCP) and User Datagram Protocol (UDP), sits at the transport
layer. Reliability and speed are the primary difference between these two
protocols. TCP establishes connections between two hosts on the network through
'sockets' which are determined by the IP address and port number. TCP keeps
track of the packet delivery order and the packets that must be resent. Maintaining
this information for each connection makes TCP a stateful protocol. UDP on the
other hand provides a low overhead transmission service, but with less error
checking. NFS is built on top of UDP because of its speed and statelessness.
Statelessness simplifies the crash recovery.

Layer 5 - Session

The session protocol defines the format of the data sent over the connections. The
NFS uses the Remote Procedure Call (RPC) for its session protocol. RPC may be
built on either TCP or UDP. Login sessions uses TCP whereas NFS and broadcast
use UDP.

Layer 6 - Presentation

External Data Representation (XDR) sits at the presentation level. It converts local
representation of data to its canonical form and vice versa. The canonical uses a
standard byte ordering and structure packing convention, independent of the host.

Layer 7 - Application

Provides network services to the end-users. Mail, ftp, telnet, DNS, NIS, NFS are
examples of network applications.

TCP/IP network Model

Although the OSI model is widely used and often cited as the standard, TCP/IP
protocol has been used by most Unix workstation vendors. TCP/IP is designed
around a simple four-layer scheme. It does omit some features found under the
OSI model. Also it combines the features of some adjacent OSI layers and splits
other layers apart. The four network layers defined by TCP/IP model are as
follows.

Layer 1 - Link

This layer defines the network hardware and device drivers.

Layer 2 - Network



This layer is used for basic communication, addressing and routing. TCP/IP uses
IP and ICMP protocols at the network layer.

Layer 3 - Transport

Handles communication among programs on a network. TCP and UDP falls
within this layer.

Layer 4 - Application

End-user applications reside at this layer. Commonly used applications include
NFS, DNS, arp, rlogin, talk, ftp, ntp and traceroute

1.2 TCP

TCP provides a reliable, point-to-point communication channel that client-server
applications on the Internet use to communicate with each other. To communicate
over TCP, a client program and a server program establish a connection to one
another. Each program binds a socket to its end of the connection. To
communicate, the client and the server each reads from and writes to the socket
bound to the connection.

 TCP adds a great deal of functionality to the IP service it is layered over:

Streams. TCP data is organized as a stream of bytes, much like a file. The
datagram nature of the network is concealed. A mechanism (the Urgent Pointer)
exists to let out-of-band data be specially flagged.

Reliable delivery. Sequence numbers are used to coordinate which data has been
transmitted and received. TCP will arrange for retransmission if it determines that
data has been lost.

Network adaptation. TCP will dynamically learn the delay characteristics of a
network and adjust its operation to maximize throughput without overloading the
network.

Flow control. TCP manages data buffers, and coordinates traffic so its buffers
will never overflow. Fast senders will be stopped periodically to keep up with
slower receivers.

1.3 UDP

User Datagram Protocol (UDP) is defined to make available a datagram mode of
packet-switched computer communication in the environment of an
interconnected set of computer networks. This protocol assumes that the Internet
Protocol (IP) [1] is used as the underlying protocol.

This protocol provides a procedure for application programs to send messages to
other programs with a minimum of protocol mechanism. The protocol is
transaction oriented, and delivery and duplicate protection are not guaranteed.
Applications requiring ordered reliable delivery of streams of data should use the
Transmission Control Protocol (TCP)



1.4 Broadcasting and Multicasting

Broadcasting is a mechanism intended to deliver data to all hosts on a network or
subnetwork, multicasting is a mechanism to deliver data to a group of interested
hosts on a network

Broadcasting

Broadcast communication (like radio or television) where there is one sender and
any number of recipients. As most people know the same exists in data
communications. There are a number of addresses which are used for IP
broadcasting: all use the convention that ``all-bits 1'' indicates ``all''. Broadcast
addresses are never valid as source addresses, only as destination addresses. The
different types of broadcast addresses are listed here:

limited broadcast address

The address 255.255.255.255 (all bits 1 in all parts of the IP address) is used on
networks which support broadcasting, such as token rings, and it refers to all hosts
on the subnet. It does not require the host to know any IP configuration
information at all. All hosts on the local network will recognize the address, but
routers will never forward it.

network-directed broadcast address

If the network number is a valid network number, the network is not subnetted
and the host number is all ones (for example, 128.2.255.255), then the address
refers to all hosts on the specified network. Routers should forward these
broadcast messages unless configured otherwise. This is used in ARP requests  on
unsubnetted networks.

subnet-directed broadcast address

If the network number is a valid network number, the subnet number is a valid
subnet number and the host number is all ones, then the address refers to all hosts
on the specified subnet. Since the sender's subnet and the target subnet may have
different subnet mask, the sender must somehow find out the subnet mask in use
at the target. The actual broadcast is performed by the router which receives the
datagram into the subnet.

all-subnets-directed broadcast address

If the network number is a valid network number, the network is subnetted and the
local part is all ones (for example, 128.2.255.255), then the address refers to all
hosts on all subnets in the specified network. In principle routers may propagate
broadcasts for all subnets but are not required to do so. In practice, they do not;
there are few circumstances where such a broadcast would be desirable, and it can
lead to problems, particularly if a host has been incorrectly configured with no
subnet mask. Consider the wasted resource involved if a host 9.180.214.114 in the
subnetted Class A network 9 thought that it was not subnetted and used



9.255.255.255 as a ``local'' broadcast address instead of 9.180.214.255 and all of
the routers in the network respected the request to forward the request to all
clients.

Multicast

Broadcasting has a major disadvantage: its lack of selectivity. If an IP datagram is
broadcast to a subnet, every host on the subnet will receive it, and have to process
it to determine whether the target protocol is active. If it is not, the IP datagram is
discarded. Multicasting avoids this overhead by using groups of IP addresses.

Each group is represented by a 28-bit number, which is included in a Class D
address.

So multicast group addresses are IP addresses in the range 224.0.0.0 to
239.255.255.255. For each multicast address there is a set of zero or more hosts
which are listening to it. This set is called the host group. There is no requirement
for any host to be a member of a group to send to that group. There are two kinds
of host group:

permanent

The IP address is permanently assigned by IANA(Internet Assigned Numbers
Authority). The membership of a host group is not permanent: a host may leave or
join the group at will. Important ones are:

224.0.0.0  Reserved base address

224.0.0.1  All systems on this subnet

224.0.0.2  All routers on this subnet

An application may also retrieve a permanent host group's IP address from the
domain name system  using the domain mcast.net, or determine the permanent
group from an address by using a pointer query in the domain 224.in-addr.arpa. A
permanent group exists even if it has no members.

transient

Any group which is not permanent is transient and is available for dynamic
assignment as needed. Transient groups cease to exist when their membership
drops to zero.

Multicasting on a single physical network which supports the use of multicasting
is simple. To join a group, a process running on a host must somehow inform its
network device drivers that it is wishes to be a member of the specified group. The
device driver software itself must map the multicast address to a physical
multicast address and enable the reception of packets for that address. The device
driver must also ensure that the receiving process does not receive any spurious
datagrams by checking the destination address in the IP header before passing it to
the IP layer.

http://www.iana.org/
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